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1. Risk Management in Chemical Industry
[] Process Safety

©)

of
o
(o]
>

P4 (Process Safety)”#F “4Fd QF (Occupational Safety)”
2 :rL%i’— sto] T Eojof slH, “FALA ol FA oA LAY
7}53%F AFaLE Identification, Prevention and Control 3l+ A

g 9457 74

| Process Safety

“Understand hazards and

Commit to process safety = Manage risk Learn from experience
i [ - Process Knowledge | z N | 4 %o P53
|, . Process Safety Culture Marageniaht | Operating Procedures - Incident Investigation
| compliance with  [Hazard Identification and | e Measurement and
I | Standards Risk Analysis SEiciWaEk Emtices Metrics
| Process Safety [ Asset integrity and -
Competency | Reliability Atditing
. Workforce Involvement ' Contractor Management | T B

| Continuous Improvement

‘ | - [Training and Performance
Stakeholder Outreach Fanells

——| Management of Change

——| Operational Readiness

—— Conduct of Operations

| Emergency Management

[OJ& 1] Elements of Process Safety

O FAUYHEY o3 (Commit to Process Safety)

ol

7 9+ &3} (Process Safety Culture)

- 7124 & (Compliance with Standards)



A&F g o] (Process Safety Competency)
THYY Frof(Workforce Involvement)

- o]l TAA2] ] fE(Stakeholder Outreach)

O FAAEH 9189 olsli(Understand Hazard and Risk)
- 34| thdt o]3(Process Knowledge Management)
- A A4 AP HIY
(Hazard Identification and Risk Analysis)

O #1384 ¥ (Manage Risk)

- ¢+ &4 A A2}H(Operating Procedures)

[*]

- QFd 2y 317 (Safe Work Practices)
- A2k AAn o] AL 9 MRS {FRAE Q% HAL AlE, A

(Asset Integrity and Reliability)

A PA| &l (Contractor Management)

2 A3 ¥ (Training and Performance Assurance)

- s g
- ¥7 #2|(Management of Change)
- &4 #H 9 75 4 (Operational Readiness)

AAZAQN F8d 2 & (Conduct of Operations)

- H|’%Z 2 Al ) (Emergency Management)

O Z¥d& 53 5 (Learn From Experience)
- AFaL ZAK(Incident Investigation)

- 913 AR} F5Y =43} (Measurement and Metrics)

- 3ALA A|=E Y AA Aol dE ZHAHAuditing)
- 38T B7F 2 AEAD A B &R

(Management Review and Continuous Improvement)

[] Hazard ¢} Risk

O “Hazard”= A, A2 == Ao AARoz 9L 718
ol
=

T+ A= =834 2l sources ¥ ’3“4, “Risk”+ Hazard®] &

g A= sl FAF ALY % 94 HsE 53 =&
JeEE T
- Hazard7} 9= 3} Risk= 3 =A)3

v

Establishing the Context

Ae—y

Communicat
fon and
Consultation

Monitoring
and Review

(Did our
solution
work?)

(Who do we Risk Analysis
need to tell

about it?)

JUALUSSIISSY )SIY

Risk Evaluation

Source: I1SO 31000:2009
[O& 2] Risk Management Framework



[] Risk Assessment 7]

@)

AP 7HRisk Assessment) 7|H -2 ofefj o} o] thefsim, 9
d397F 71l wet 3 A7) B Eajk AR Fo] Aoleh
webd 34 S4ol weh AA% AP e WA,
sl 7ol AT AAR AZIE Slste] ddHHE
AAshs Aol 8%

Concept Safety Review(CSR)

Relative Risk Ranking

Checklist

Preliminary Hazard Analysis

What-if, Structured What-if called SWIFT

FMEA (Failure Mode and Effects Analysis) - IEC 60812
HAZOP(HAZard and OPerability Analysis) - IEC 61882
Fault-Tree - IEC 61025, Event-Tree

Bow-Tie Analysis

Quantitative Risk Analysis

etc.

2. HAZOP(HAZard and OPerability)

O Hazards®] &F(ISO EN17776 for offshore E&P)

- Hydrocarbons

- Other flammable materials

- Pressure hazards

- Hazards associated with differences in height
- Environmental hazards

- Electromagnetic radiation

- Toxic gas

- Biological hazards

- Ergonomic hazards

- Psychological hazards

Security-related hazards

O HAZOP 7]¥¢| o]&3 1 3HA

- HAZOP& Process Industrys s /W=l ow, FHIZo=
2 gl A5, oSEF 5 YT Bokl A AREHI A+

- AlzEle] gt BEoA aAgs Bl $&ss A o
3t AEE SAVE o, Leaderd] Ad R A%, B A
23 A ol o8l Ayt ol dEivtes A §=
HAZOP Study®] @Azt & + A=

O HAZOP Study <3 A=}

- 10 -



Definition

+ Define scope and objectives
» Define responsibility
o Select team

!

Preparation

Plan the study

Collect data

Agree style of recording
Estimate the time
Arrange a schedule

Y

& & & & @

Examination

Divide system into parts

Select a part and define design intent

Identify deviation by using guide words on each element
Identify consequences and causes

Identify whether a significant problem exists

Identify protection, detection, and indicating mechanisms
Identify possible remedial/mitigating measures (optional)
Agree actions

Repeat for each element and then each part of the system

Y

Documentation and
follow-up

Record the examination

Sign off the documentation

Produce the report of the study

Follow up that actions are implemented
Re-study any parts of system if necessary
Produce final output report

.« & & 0 & 0

[0& 3] HAZOP Study 8 ZExt

- 11 -

O Roles and Responsibilities

o 4L FL@-T2)

Study leader= HAZOP Studyel ™3] Z&3 A % 4H
o] dagt

=3 " e oAaTE AYAH, FHds] A Aok
skal, AAHT Tl =g AAFoEN pEo] FEYA
B 5 A=F dfoF &

Zzre] g2 Asixl d&o] lojok shH, #H AHH TE
g = FEol dojoF FF

3t™, ©]& Design Intente}al g+

Design intentoll &= 313 Nodeol| thd A% 2 =7 S
A 714 = ook

Deviatione 3= Cause= 3T Node WAl 2A|vt, 1
A= s Nodeoll 85 A 94 Zrolok g (Local causes

- global consequence approach)

O Safeguards®] &7 % Effectiveness

- Cause ¥ Consequence ZE A| Safeguardst= L& 3lA] il

Astg 44Y

- 12 -



- Safeguards™ AbiLe] TAYS HolF= Preventive safeguard
o Abart BAsiHEtE O 9F WS €95 Mitigative
safeguard® Y& 4 U+
e gl sl A&s] W
Aofek ste, Bl Al e L7l i W&ol 413}
oflofol shar, Yol wkEEtrlol FEI AIRME oAF7F
HAEofoF &

- Safeguard= 7L E3Ad0] SE Fojof &tar, s Akar Al

Hel e s g3z oR dolg 5 e AR 2 ojok &

3. Laver of Protection Analusis
[1 LOPAY] 71& 73

O LOPAE 54 Alx Aua] ol t3k Protection layer®] 2744

= Fdstr] AT A FA] AFARE BHe R, ot &
EEo digk Vb TS HESI dskA ¥=
target WIE %} Hwdle] Protection layer’t &34 oAF& A

EdluA g

[e

- Initiating Event Frequency
- Likelihood of Failure of Independent Protection Layer

- Consequence Severity

O LOPA+ FE Safety Instrumented System(SIS) Design 4| Z+2}

9] Safety Instrumented Function(SIF) ol ™3l target SIL(Safety
Integrity Level)= HoI3}7] €13 SIL determination 7| o=
Abg-d

[] Risk Tolerance Criteria and ALARP

O Ale WY WY gBT BFEAT ofel B AFoIAE

[e) o]l & 2~ =] =
B 9 AFeE Aol 9

- 14 -



O ALARP (As Low As Reasonably Practicable) & &2 o
A7 WA AFEE 7Hed @A 7h-7Eaar st
o

Ndez, v ojes HEsY A= wgo] ozt
o

2783 a0 WE o|SIEE Aol AL A

o
)
rlr
)

Intolerable
103 /year (worker) 10%/year (public)
ALARP
10°%/year (worker) 10°%/year (public)
Accepted

[02 4] ALARP by UK HSE

UK Hong Kong | Netherlands | Australia(New
South Wales)
Individual Risk de Minimis (Worker) 1x10¢ Not Used Not Used Not Used
Individual Risk de Minimis (Public) 1x10% Not Used 1 x10% Not Used
Individual Risk de Manifestus 1x 107 Not Used Not Used Not Used
(Worker)
Individual Risk de Manifestus (Public) 1x 10 1 x 105 1x10¢ 1x10°¢
Societal Risk Anchor 10 persons | 10 persons | 10 persons at Not Used
at1x10% | atl1x10% 1 x 10

Societal Risk Aversion Index -1 -1 -2 Not Used

[23& 5] =2JI ¥ Tolerable Risk Criteria Summary

borr b

o

[0 LOPA <3} Azt € Aygle A4
O LOPA <3 A=x=}

Consequence assessment
Scenario selection and development
dentifying the initiating event and determine the frequency

Identify the independent protection layers and estimate the

probability of failure on demand
Estimate the risk of the event

Evaluate the risk against the tolerable value

O IPLL 3R &+ AHnE AT &+ A= ZX T action

= 9H, IPLE WEA =
7z

H 4 (Independent) ©]ofoFs}al,
A 73 (Effective) o]ofofstH, AF

7}& (Auditable) 3l oF3}

O IPLe] £+

Process design

Basic process control system

Critical alarms and human intervention

Safety instrumented function

Mechanical protection(Relief valves, Rupture disks, etc.)

Post release protection

(Dikes, Blast walls, Automatic deluge, etc.)

- 16 -



] Conditional modifier 4. Risk Based Inspection

O Conditional modifier= &% ¢ & WHEE o3 4TS 11 [1 RBI Introduction @ Loss of Integrity

St= A Q AHAog= e e
jo]-L fac’i;)—ri Ielevttt 85 Conditional modifier O Risk Based Inspection & AH|9] &4 9 HAAZ=A, T
°of TFT UE

[e]
X
A T5 AAXCE HESY HduEz JP=EE AFHo=

MRS, YT Z7)o wEt Al W
O Conditional modifier A4 A] 1 F¥ 37oly xzio] H&a -

F7l &
Agoqt AlgE 4 dom, Conditional modifier A}A7} 0 AYLe s s o BAW I 7]
T = “
SafeguardE WA & = §l&

~

5
A% HEPOEA FRHCT AAHN AN 2 3

O Aule= 72, 24 5 ©Y¥e Damage mechanism o 93] 1

© Conditional modifier=] &3 Awol AsEEd, RBIZ §3) Mol $9& Adsln HA

- Probability of ignition of a flammable mass A71o §A-Bgstoza Aulo] AXAALE §As=Y 1 =
Aol A+

- Probability of a person being present

- Probability of injury to a given conditional exposure
O Austriao| A= HH o2 dulo s F7]2 22 inspection &

maintenanceE 34 FHo{Jq+=d|, RBIE 3t 1 F7|& &

HAT 5 A

(toxic, thermal, pressure, etc.)

] Bow-Tie2} RBI

O Bow-Tiex= Ala19ol <l HALd, 2

bl
4IRS AAREL =AHow s WL B
o

O RBI= Bow-Tie % Preventive barrier®] 3}}<l Inspectionol

&l HEstaA} 34, Mitigation barrier= THFA| &5



preventive

2 mitigation
/ /

Threat 1

Threat 2

Top-
event
\ -

Threat n
[2& 6] Bow-Tie

[0 RBI &9 € AA=A

O RBI= tiH#9 Static Equipment(E}S, €ugtr], =9, wj
)=l W8l A& 71531, Rotating Equipmentt X 7]- A%
ANzEEd desiAe A 88HA R

O RBI¢| #A|=x
- Plant design according best available technology
- No safety relevant manufacturing defects

- Plant operated inside operating window

[] API 580, 581 vs RBIF EN 16991

O =ol|A] RBI= API 580 I 581 “Risk-Based Inspection”l Tt}
2t F3E 1 o, API 5804+ RBI®| Frame worksS A
&skal, API 58104 = “dA W&=<= A& API 5803} 581
< Petroleum industryoll A AHEE F JEF AAE S

o, T2 fieldol A ALE3H7] o= tha Aoldt Hol &

- 19 -

O frHolA& RBIF EN 16991 “Risk based inspection framework
(RBIF)”ol o RBIE <33tH, 3d Codex= Nuclear

industryol A& A& £ S

O RBIS) 3 @ %3 A}

O RBIZ FaFo2A 19 AHE TEa] AAF A4 77|

& 42435k, 9@ =7} Target Riskell E=2317] Aol 2438 9
YEE wAFoRN wE A da FREsA AAE 5
B3hel Aol Bs) vl &g WusHE o RBIS BHo] 9le
Possible scenarios & potential
€l\
....... 1. Std. maintenance
-------------- Il "'I calendar or condition
i -> Risk “giveaway”
& .
| S ke _._.;. =
l—ﬂm—/——/ﬂl—_" 2. RBIM
>t - Risk based!
& g 4€
ol o 3. RBIM, change in
operation
- Risk ch
M-OC I >t 2> Ag;apf rjizgztion
é\
T TR [
' i 4.=1.
............... I I I I l t - Unconscious risk
< > overshoot!
[D" 7] RBIY =
- [ZF 71604 1TRE 7129 TAR] F71ER) HARE on|eid,

olwj = Risk”7} Target riskoll 3 PIXXA] E3iojgt=s AALE
FHFoEN HET HGo] = o] T

- 20 -



RBI workflow (*=

- 2919 A9 RBIE %34 Risk7} Target riskol <3 Al Aol

AA3] FA-BHFE FoFZH RiskE RFF= Aslow 1H)
Hs| 2o wgS A0 4+ e

3ol A wAo] wAyHA o}t Risk7b AsstA =He=H,
RBIE 2d3] 3t HAL F7]5 dFFH2=H Risk7}
Target riskoll =234 =5 A7t 7Hs

498 A F7I1AQ A F WAl wAT wel Riskrt
detA He A9, olwl+ Risk7l (FEAH O E Target
risk B0t FolA| = 57 S o+ o, ol AHe] #

Y3tA X A9 AR ol F dH

O RBI =3 AA= [ 8|3 &+

planning:
Scope, objectives
Updateasset
/ I S e e i e management &
Change of operation' [ project databases
parameters f
\, 7 ¥ 3
% \?aaI:d?n"Is;‘uI‘;e“s?;: Py N \\ SevEN,IspRC oD | :niti:(}eg:ﬁ:sfues
/[ \ B : ) 3 3
| New equipment “‘ asset management, [ sk acentibe, hzm:z:‘e’ *—‘ = inspection &
\—/ operation | 8 re | testing
| | Immediate Mitigation planning:
Define degradation mitigation planning ‘ Method, intenval, (€
loops & execution extent
—I No Yes
Risk screening: /\\
Equipment based N /Risk ameptaQ

// \ Review: Design,

= " Detailed equipment

D R e g

= ! POF & FFS, COF, CF
mechanisms

Yes
L

[O& 8] RBI =8 At

- 21 -

[1 PoF, CoF ¥ Confidential Factor

O Probability of Failure

= O

- Corrosion Probe &=

o
3tal, o] & HFEF S 2 Remaining Useful Lifetime(RUL)<

Abgste] kT, BAE S

4o
o

- RUL¥} RBI assessment time, Confidential FactorE A}-83}<]

Probability of Failure

- Confidential Factor+

AL point N4 55

s 73
B AL A4 o3 8 A, w5

1838l PoF AH4 Al A L3}= Factor

2 TUVIAAE AA 7= wel Confidential FactorES HWFY

=] o
skal A=

O Consequence of Failure

- CoFi= Safety, Health, Environment ZH¥ Business SW-&

wE wEste] Hofel

AR5 v o E CoFE AHA T

- Large release, Hole, Pinhole or crack ¢ 37}A] failure mode

2 screening 1™, H3} 7FedA, S IS F A=A,

a7 9P FEA

5 effectE 11835t CoFE 4HA T

- 22 —



9. Fire, Explosion & Dispersion Analusis
[] Introduction to Safety Analysis

O Consequence Analysis= 8 &2 914 % 7} (QRA, Quantitative

Risk Assessment)®] ¥ F-&°]™, Frequency + ILHHA F=

O QRA 3 Al TUVAIAE= TNO®IA Al-g3H= CRP-12(Red Book),
CRP-14(Yellow Book), CRP-16(Green Book), CRP-18(Purple
Book)s= &3t 1o™, Simulation TNOOIA A|F3h=

EFFECTS-10 2138 AL&3)

TE EEPE T Factorsol Wl A 7Hedk Abalel 1
& HeE e A, & RE"S =438 ok [1H 9]¢ =

Release
models

Gas release
Gas release Gas Long Gas 10 Liquid release Liquid release
from Vessel Pipeline minutes from Vessel 10 minutes
¥ f

Liquefied gas
release

I SR
-

| P
2 Phase Top 2 Phase Bottom 2 Phase 10 2 Phase Long 2 Phase
venting | Discharge minutes Pipeline NOpof [bieato Instantaneous
- === ‘I fr l”
i\ g -
Lf o
Spray Release | P
| syl e e — Pool
Evaporation

[O" 9] 55 g

- 23 -

O = xdgo] ZH$ Release rate AAoF 3=, Yellow
Book approximation®] WEZWH, FZA|ZF(max 1800s) &t &
< WAHFEES 2E 5719 steplE U3, Flammableo]
79 1st step=, Toxic® 7% 2nd Step= Representative rate

2 A8%

49 1st step representative rate
375 >
o v Time at which representative
reed V'd temperature/pressure efc |s

taken

"
el I |
n ooy
|

I/

- 2nd step representative
rate

-+ Area = 20% of released mass

Evaporation mass flow rate from the pool fkafs]
. ] '
e

.'..

1/5 of representative duration
(in case of use 2nd step)

=
S

400 800 BOO 1000 1200 1400 1{1BOD 1800
Tirre [5]

o
b
.

[OJ" 10] Representative rate

O &4 »ddy

O F4F 2dllEg Al Averaging Times Toxic®] 7-9- 6003, Flammable
A5 20xE5 H83

Lo

O EFFECTS Z=Z A= F7|RY 7S 7= 7F9AIQF
3 g AHgstn, E7luch BAL shzel sl SLAB
wde A



O th7184t dd Al Pasquill tH7IHE =S ARgstH, W7l = [0 &% 2d3
=2 3 o =2 1o
Al w2 Hade] RS I9 113 25 O Confined vapor cloud explosion¥ Deflagration< TNO Multi
Energy Modelings AH83}H, Detonation TNT W&

ModelingS AF8-3+

O Confinement®} 7f&2] F 4 &(Congestion)°ll Wz} Deflagration

o] Detonation®.Z Ho]E 4 o1, DetonationlZ Zo]=H

Blast load+= "¢ #AF

— i
__-:mrwmm:h - Low Congestion : one can easily walk through the area
(<20% area blockage ratio)
e e e B B e T 0 STy e ) .
" B R Y SN e - Medium Congestion : one can walk through the area but
[O% 1] LoI3E0 OE ot 2 would have some difficulty (20-40% area blockage ratio)
- High Congestion : walking through the area is very

O A =d difficult or impossible (>40% area blockage ratio)

O 3}AZ U3k Probit function & o} 43 &

- A W Pro= -36.38 + 256 * In(t * Q1.33)
- 1% 34 : Pr = -39.83 + 3.0186 * In(t * Q1.33)

O AEF HETE AEAUS A%, AT FB 045 B
4P HETE HENE A%, HETE A QUS4
AR e Aol U%Y AP b5

O Austria Regulation®| A= Atge] dia]& 4+ S+ 7]&<S 3

kW/m*Z 3+

[OJ& 12] Low Congestion

- 25 - - 26 -



6. The Seveso Il Directive
O EU 74 2 ¥ AA 5 &7
O European Union

3

- 19581 Adwl, 2870 7}, AA AT <F 59
- Single Market, Common Technical Standards, High Level of

Occupational Safety and Evnironmental Conditions &
x=2 3

[e)
= 5

O EU9 H AA

- Primary Law(the Union foundation treaties and amendments)

- 8400 Regulations(regulations are directly binding instruments

without need for national transposition)

- 2000 directives(directives need national transposition and leave
freedom for stricter conditions)

- Ca. 5,000 harmonized European standards(binding for placing
certain products on the EU market)

[] Seveso Chemical Classification ¥ Lower/Upper Threshold
EA712~ FFE 23 Probit function 2 o] 213 Zom A
B, n #2 =40 wet gy

O Seveso Directive?] &S W= &5 s =29 A&

w2} Lower/Upper tier® Tt ¥ 3
-Pr=A+B*InCn *t

O Seveso Directivedl A= IA SXHEZ,
271854 B, 84 EdE 52

_27_
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Seveso Annex I Thresholds (Examples)

e
in tons in tons
s 20

e  Acute Toxic Category 3 inhalation route

10 50

Explosives, ADR/GHS 1.4 50 200
Flammable Gases 10 50

. Flammable Liquids Category 1 10 50
. Flammable Liquids Category 2 or 3 (maintained with temperature above
boiling point)

Other Flammable Liquids 5000 50000

Self-Reactive, Pyrophoric or Oxidising Substances 40 200
Substances Hazardous to the Aquatic Environment, Category Acute or Chronic 1 100 200
Substances Hazardous to the Aquatic Environment, Category Chronic 2 200 500

[OJ& 15] Seveso Thresholds (examples)

[ Seveso Requirements ¢t Safety Report

O Lower Tier Obligations for Operators

General Obligations(”---all necessary measures::-”)

Notification(tell the authority who/where/what)

Major Accident Prevention Policy(generic policy paper)

Modification Management

Accident Reports

Cooperation with Authorities(main issue : inspection)

O Upper Tier Obligations for Operators
- Lower Tier Obligations and

- Safety Report(summary of the risk analysis)

_29_

Safety Management System
Internal Emergency Plan

Information to Public

O Authority obligations

Legislation(transposition of the Directive into national law)
Inpestion

Give opinion on safety reports

Land-use Planning

External emergency planning

Reporting to the European bodies

O Safety Report

“Safety Report’s= Seveso Directiveo] 9Jal Q7%+
documentation® =, Risk analysis ¥ 7]E} prevention and
mitigation measures(internal emergency planning, safety
management system &) tgk W&& 7|Esta A5

51383 ¥ (format)S §1O™, key elementsE Z3FstH H

7 8% FE-S inspections 913 BEE A FsteT] A&

[] Land-Use Planning

O Seveso Directive’} & 73F+= Al o2 T 2 F9 2o U
d 4 AYE FAFCEAN Al FTF HIAE =ol= ©

[e)
20| 9
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7. Explosion protection (API, IEC 60079 etc.

0 #F4 718 7Ad

O Zre Az 3947 BF
Ueke glold Zae dojuix|

- Avoidance of combustible substances(Substitute technologies)

= Z [e]
==2 A5

Ay atei, ol

of

=
0ro.
s a

- Inerting(Addition of nitrogen, carbon dioxide, etc.)

- Limitation of Concentration through natural or technical

ventilation

[
o

WZ 2o LB (Directive 199992/EG)
F ol A& Directive 1999/92/EG ©l uwig} Zutg)

o =
A A AE

;L

w3tm, 1 71E2 [19 1613 2+

Gases, vapours and mists owsts |

Zone 0

A place in which an explosive atmosphere consisting of a
mixture with air of flammable substances in the form of gas,
vapour or mist is present continuously or for long periods or
frequently.

Zone 1

A place in which an explosive atmosphere consisting of a
mixture of flammable substances in the form of gas, vapour
or mist with air is likely to occur occasionally in normal
operation.

Zone 2

A place in which an explosive atmosphere consisting of a
mixture of flammable substances in the form of gas, vapour
or mist with air is unlikely to occur in normal operation but, if
it does occur, it will persist for a short period only.

Zone 20

A place in which an explosive atmosphere in the form of a
cloud of combustable dust in air is present continously, or
for long periods or frequently.

Zone 21

A place in which an explosive atmosphere in the form of a
cloud of cumbustible dust in air is likely to occur
occasionally in normal operation.

Zone 22

A place in which an explosive atmosphere in the form of a
cloud of cumbustible dust in air is unlikely to occur in normal
operation but, if it does occur, it will persist for a short

period only.

[O= 16] Definition of zones according to Directive 1999/92/EG
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[O& 17] Example: Agitator with technical ventilation

0 B¥=717] #+8 (Directive 201484/EU)
O frHolAl= Directive 2014/34/EU ©l w2} Device Categories
& T&35kH, Device Category & 1, 2, 308 F&%
- Category 1
Equipment in this category is intended for use in areas
where there is an explosive atmosphere, consisting of a
mixture of air and gases, vapours or mists, or of dust/air

mixtures, permanently or long-term or frequent.

Equipment in this category must guarantee the required
level of safety even in the event of rare equipment
malfunctions and must therefore be explosion-protected so

that

- 33 -

In the event of the failure of one protective device, at
least one second independent protective device ensures

the necessary safety, or

The necessary security is ensured when two independent

faults occur.

- Category 2

Equipment in this category is intended for use in areas
where it can be expected that an explosive atmosphere
consisting of gases, vapours, mists or dust/air mixtures

occasionally occurs.

The explosion protection measures for devices in this
category ensure the required level of safety even in the
event of frequent equipment malfunctions or faul

conditions, which are usually to be expected.

- Category 3

Equipment in this category is intended for use in areas
where it's not expected that a potentially explosive
atmosphere is created by gases, vapours, mists or swirled
dust, but if it occurs nevertheless, then in all probability

only rarely and for a short period of time.

- Devices in this category ensure the required level of safety

during normal operation.
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operation but if it @ L D [O=] safety quaranteed
= o
oceurs, then orly for s o = [ 8
a short time (&) O_’ D G) ©

[O& 18] Comparison of zones and device categories

[0 ATEX-Directive 201484 EUS| &3

O ATEX-Directive 2014/34/EUY| 522 EU WolA 9 AFEL
F9& 9¥o]H, Directive 2014/34/EU Annex II9A 83}
£ 432l Health and Safety Requirements= o}& ¢} 25
- Potential ignition sources of equipment intended for use in

potentially explosive atmospheres

- Autonomous protective systems whose essential task is to
stop an explosion immediately after it has started and/or

limit the effects of the flames and pressures of the explosion.

- Safety devices intended to contribute to the safe operation
of such equipment with regard to its ignition sources and

to the safe operation of autonomous protective systems

- Components without autonomous function which are essential
for the safe operation of the above equipment or autonomous

protective systems.
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[] Ignition hazard assessment

@)

(@)

2 Equipment®} 71 F-&FE #4138 hazard assessmentE
Ax ok 311, 3T equipmentZt HAA] Hpdo] H F A=

A o %E HAsy] AsA +99

A Z AL A Ignition hazard assessmentE F33tH I

testing company©l A g<lst= A4S AF

O Protective measures= ©}&]¢] =49 wpe} WIEA] 118 E ojof FF

ensure that no ignition sources can become effective;
ensure that no ignition sources can occur;

prevent an explosive atmosphere from reaching the ignition

source,

suppress explosion and prevent flame propagation.
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8. Functional Safety
[ Functional Safety®] 7]& 7i'd ¥ #¥ Standards

O Flixborough(1975d, LOC of 30t Cyclohexane), Seveso(1976'd,
LOC of 2kg Tetrachlordi-benzoparadioxine), Bhopal(1984'd,
LOC of 40t Methyl-Iso-Cyanate) & Th&FgE Abarel ofsf A=
A0 AgAd Y WA AT BeEo] &

O Functional Safety ¢ ## ¥ Standardsw= [1FH 19]¢F 2=

Machinery

EN 954-1
Manufacturers of (withdrawn)
devices Kat.B ... Kat. 4

General
IEC 61508 Part 1 -7
SIL1..SIL4

Machinery
ISO 13849
PLa..PLe

Process Industry
IEC 61511 Part 1-3
SIL1..SIL3

Engineering companies and
users of safety systems

[0 19] Relevant Standards

[0 Safety Instrumented Function®} Safety Lifecycle

O Safety Instrumented Function2 7]&HdES A7) ¢3 #mzl
=

loop EA], sensor, logic solver, final element & T4=H, &
A Safety Integrity Level (SIL)< 7}4

_37_

O SIF7F Bl HA Al 2"l SIS(Safety Instrumented System)©] 2}
3t ESD(Emergency Shut-Down) Systemo]|z}il H-27|% 3

[0# 20] SIF and SIS

O Safety Lifecycleo]l® 7]5bdE& A7) 9

o wAE A

- Analysis

- Risk Analysis

- Define required SIL

- Safety Requirepemt Specification
- Realization

- Design & Engineering

- Factory Acceptance Test

- Installation & Commissioning

- Site Acceptance Test

_38_
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- Operation

......................................................... w2 w1
- Operation & Maintenance ||
- Modification (MoC) Starting point a||---
for ris'f red‘uctlon C
- Decommissioning — 1 a
(v 2]
. i | implementation: 3 2
[] Required SIL A3 W |
the la;;:c‘-"l:)rr;‘.l: ::ep :‘oveltd : 4 3
O Zt7te] SIF= & 75+ Risk Reduction Factor © whe} e — = Nosatety requrement
SIL-Level ©] Z2A ¥, SIFE= 74 mode®] ™2} Low demand :Zmr;":ﬁ::immmm :::r::m:mum:jm
= In the absence of under consideration 1,2, 3, 4 = Safety int level
mode, High demand mode, Continuous mode® 4 B e =
- Low demand mode: mode of operation where the SIF is [1& 21] Risk Graph
only performed on demand, in order to transfer the process
into a specified safe state, and where the frequency of - LOPA : AfalE WAk Protection Layerol] W3] HE
demands is no greater than one per year. %, =3 9ES Required SILE B3t HHO=E [O

- High demand mode: mode of operation where the SIF, is 2]t 2ol 7%

only performed on demand, in order to transfer the

Safe state/

process into a specified safe state, and where the frequency it ieadis

of demands is greater than one per year.

Incident
. . . Enablin
- Continuous mode: mode of operation where the SIF retains Evenﬂ

the process in a safe state as part of normal operation. IntiEg el
\ risk
O Required SILS F3t= WH-2 Risk Graph, Risk Matrix, \/ B
Independent Layers Conditional
LOPA _%_ Aﬂ 7]—1] Ho]'lg o] 9}]\% of Protection Modifier
eg: Fom=01/a * 02* 01* 01* 07 = 14x10%/a

- Risk Graph : [EC%} EN°lA ABe|sl= Graph7} th& o7}
9l o1} WML H) 23t [2& 22] LOPA

_ a9 - - 40 -
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[] Probability of Failure on Demand (PFD) A4t ' 47

O Probability of Failure on Demand & &7 A A3 &&=, Low
Demand ModeE %%+ Systemol] aT=™, Continuous
Demand Mode % High Demand Mode®] 7%= PFH
(Probability of Failure per Hour) = 3%¥ 3

O IEC 61508-69 A= AHle] F+4 2 Architecture(M out of N)°l
we} thokdl A4S A F3ta 12, Failure rate, Common

Cause Failure 5 THFSH factor E°| AlAbol x5+

[1 IEC 61511 New Ed.o] w& Hardware Fault Tolerance

O Hardware Fault Tolerance= AH|¢ RedundancyE YEIHE
Ao, HFT7 1012 A& shtel A7t 14 Joehe
750l BAcE FAE F Ae A=E Yu

O IEC 61511 New Ed.2(2016) °l41+= Ed.1(2003)% 22| Hardware
Fault Tolerance”} Tha 3= §lom, 11 & ol o}

Table 6 — Minimum hardware fault tolerance of sensors
and final elements and non-PE logic solvers

SIL Minimum hardware fault tolerance
(see 11.4.3 and 11.4.4)

0
1
2
Special requirements apply (see IEC 61508)

Blw M -

[O& 23] HFT Hiw (Ed.1(%1) vs Ed.2(0tzH))

Table 6 — Minimum HFT requirements according to SIL

SIL Minimum required HFT
1 (any mode) 0
2 (low demand mode) 0
2 (high demand or continuous mode) 1
3 (any mode) 1
4 (any mode) 2

[O& 23] HFT Hlw (Ed.1() vs Ed.2(0FeH))

[1 SIL Verification WY 47}

O SIL Verification 78 SIFol| tjgt Target SIL #S Tt
A AEstE Ao =, Adojxl SIL ko] Target SILE T
7]oF&}™, Probability of Failure on Demand Al4FS =
SIL ¥ HFTE #&3ted Aozl SIL & & 22 ko]

o7 dojzl SIL Fto] #

=

PFD SIL
0.01..01 1
0.001...0.01 2
L‘J.OOUl ....0.001 3
0.00001 ... 0.0001 4

1 (any mode)

’ 2 (low demand mode)

2 (high demand mode or continuous mode)
3 (any mode)
4 (any mode)

[02 24] =& SIL 2= P56l H
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A olsrrt Ha e =5t g Fde 9l RBI
(Risk Based Inspection), RAM(Reliability, Availability and
Maintainability), Safety Critical Elements(SCE) & Performance
Standards(PS) 5 FAUABE SEE FU PSM o AR
of Mo dart & olF Tl A=d 28 3 FAGHAEES
F &A1 710 435 7] (Performance Standards)S Ao E2H F

Js
AT YRS Ba ¥ 5 Aow And
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Vi| =8ils
O Risk Management in the Chemical Inductries
O Application of HAZOP in process industry
O Basics of Layer of Protection Analysis
O Risk Based Inspection, introduction
O Fire, Explosion & Dispersion Analysis
O The European Directive on the Control of Major Accident
Hazards involving Dangerous Substances
O Basics of Explosion Protection
O Basics of Functional Safety for Process Plants
O CPR 16E - Methods for the determination of possible
damage (Green Book)
O CPR 14E - Methods for the calculation of physical effects
(Yellow Book)
O ATEX 2014/34/EU Guidelines
VI| ME 43 % 43 0
O A& v+
T3 of M3 oofg H| 3
X X
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